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« Belangrijkste SOC gerelateerd werk
Mede-ontwerper van het eerst KPN SOC (2012)
Coordlnator van het EU H2020 project S@CCRATES (2019-2022)
Lid van { enisa m ad-hoc werkgroep voor SOC/CSIRT TaskForce lead voor Cyber Threat Intelligence (2022-2024)

Jaarlijkse Europese Ctis =2z telecom security benchmark (meer dan 25 deelnemers waaronder
Deutsche Telekom, British Telecom, Orange, Telefonica, KPN, Proximus)

Partner lead in EU Horizon project (ZJrorT met als doel om Europese elektriciteitsnetwerken veiliger te maken
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‘ Our mission

With a volatile threat landscape developing at an alarming pace, we have partnered up to
join forces and create a holistic cyber security approach with a focus on innovation

Shared workload

Shared learnings

Shared funding

Isolated protection Shared innovation
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' Our predecessor

Shared Research Program (SRP)
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Our value

' PCSl is a unique opportunity to tackle your biggest threats: save money, talent and time,
while upgrading your output, branding and network

Instant return on Contribute to Collaborative Step out of the day-to- Show thought Join a network of
investment through increased societal workforce that speeds day, build new leadership through experts, innovators,
shared budgets and resilience by sharing up craftmanship capabilities and premium innovation researchers, suppliers

match funding findings and results development enhance employee and cyber security and startups
engagement

facing now and in the future. This requires collaboration, innovation and access to collective knowledge
and data. That's why our cybersecurity team is keen to be a part of the PCSI ecosystem. Together we
can develop cutting-edge solutions that contribute to a safer and more secure digital future for everyone
Beate Zwijnenberg

Global CISO ING

To pursue our empowering purpose, ING has to stay a step ahead of the cybersecurity challenges we're , ,

Proper information security has always been important, but this is true even more
today. Cooperation [...] provides faster and smarter responses to new technologies
but also to new threats. PCSI is the perfect platform to facilitate this cooperation and
is the next step beyond an already proven very successful cooperation

Martijn Dekker
CISO ABN AMRO
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q Our security radar identifies themes and Project ideas are born in Ideation

trends that are relevant to our partners. workshops, and pitched in the Dragon’s
Periodically the steering committee selects Den that selects which ideas will enter our
which themes are selected for ideation and staged innovation process

staged innovation

Collaborative ‘orchestrating innovation’ way of working
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Interactive security radar for core partners

Voting (rating) the different options will change the position of the element on the radar.
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Published on PCSI website

https://pcsi.nl/en/cyber-security-radar-en
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network traffic

® Watch PUBLISHED ~

It becomes increasingly difficult to detect
security events in network traffic. One reason is
N that traffic over IT
infrastructures and the internet increasingly is
R encrypted and new technologies such as DNS
e over Https (DoH)
i are soon to become commonplace. Also,
messaging and teleconferencing applications
make more use of endto-
end encryption. Another reason is that
attackers make increasingly use of stealth
oW attacks, to evade detection
Es by most security solutions. An example is
fireless malware, a type of malicious software
that uses legitimate
applications already installed to infect a
il computer. These kind of attacks don't require
= code to be installed, but

By clicking on an Element,
it opens a sidebar with the
information related to it.


https://pcsi.nl/en/cyber-security-radar-en

Configurable for the viewer
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Closely informed on progress and results Define the strategic direction
Provide feedback and suggestions Participate in projects
Occasional involvement in projects when Pilot experience
mutual beneficial Benefit from all results

Some in-kind contribution Full learning experience
High visibility to outside world ‘

Financial and in-kind contribution

Current liaison partners:

Current core partners:

Akamai Linksight
Cisco NS
Belastingdienst ' ABN-AMRO

Crowdstrike Proofpoint
DNB Securify
F8th Topicus

Security public
IBM Z-Cert

Axiomatics Lupovis

Connect2Trust OneTrust

Cryptography in Context Rabobank achmea B ASML
Dtact Security Academy

Forelens TrendMicro

ID Control Zivver

Beyond Products Mindgame

Contrast Security ONVz

Cybertrap Radically Open Security
Enclave Networks SURF

Fortinet Verizon Business

Access to information via website,

PCSI is a collaboration of

newsletters, webinars and social media

AFM Labyrinth

Bizzdezign Niagara Networks INGm TNO
Countercraft Orange Cyberdefense

Cyemptive Sceptr.

Endor Labs Thales

Goldilock Vidua
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Our brand . ~

Automated REINDER WOLTHUIS

. Threat Actor
pcsi.nl website Profiling
[ PCSI | Partnership for Cyber Security Innovation 25 MAY-2021, 10:0
The PCSI plays a prominent role in the protection of Dutch society against tomorrow's cyber-attacks
nformation Techn: g uth Hol 96 followers

See 1 employee on Linkedin
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PCSI | Partnership for

Cyber Security ®
Zero Trust Digital Identity Ecosystems Innovation Webinar Alert! Our PCSI partner TNO is organizing an interesting webinar focusing
on the key question "what concrete things can you do as an organization to apply Al
296 followers ¢ 74 ’ gs any 9 pply
in a responsible manner? see more

Developers Summit 2021 (digital) | June 2,3,4,5

Tools & methods

The European Commission has drawn up new regulations on Al, which raises

: TR s Pogam  Paers Ticks & Dates Arces Codeof Conds
Cvher Samrity Radar > |~ questions for many organizations. Do you want to know which concrete actions PhlaTrRL: Spashe: i e mcia Ticats ckas: Codiof Conthcs
you can do as an organization to apply #Al in a responsible manner? ) ...see more ¢
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Our innovative projects

Finalized PCSI projects since the startin 2020
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Running projects

Recently finalized projects:
<+ Generative Al >

» Open Source Library Security

PCSI is a collaboration of
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PCSI phase Project
Automated Cyber security

Malicious use of Al

Causal Al DDoS

Post Quantum Crypto

Digital DeltaWorks

Finding API

PurpleAl 2 (DNB, AFM, Securify)
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e Generative Al, using tools such as LLMs, is
% Ag, . S5 |
Pl 3y, more frequently used and has become
Micags, n . .
Aing available to both enterprises as well as the
I public.
- Predictive technologies _\ On one side, it can be used to streamline and
oI A d automate entire workflows, from data analysis
EXPECTED IMPACT TIME TO RELEVANCE [

to automated assistants.

On the other side, it can be misused to quickly
generate malicious code, spread
disinformation or set up large scale frauds.
Even when put to good use, Generative Al is

very scalable, fast, and efficient, but not always
reliable.
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Yes
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_) PCSI About Us Join Us Projects News Events Cybertalk Sessions Cyber Security Radar NL
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< All projects

Generative Al

Started in August 2023
STAGED INNOVATION PHASE

Al voice cloning is already being used for spear phishing. o o o O
Soon, companies may be targeted on a large scale by %@@ ”Oo,eof "o *%é(
criminals. Therefore, it is of crucial importance that PCS| OO%%

partners are adequately prepared for Al voice calls.
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Partnership for Cyber Security Innovation is a collaboration of
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