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Introduction

Weak signals

Awareness
A different world
Mind the gaps

Announcement
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°
Weak Signals swes ot | | @ @ | o |
owledge | Sense of Source of T/0 Response Outcome
Info threat/ threat/ Concrete Concrete Concrete

Content opportunity| opportunity

Strateglc Surprlse gt:::::::nul:?:: YES ZY% ;/ YES ES ES

are impending / /

Source of
discontinuity NO YES

Awa reness identified

YES YES YES

FIeX| bl I Ity Characteristics,

nature, gravity,

and timing of NO NO YES YES ES
. impact understood
Immediate response g /// /

Response identified
timing, action,
RS acdnty | @ - " e A

rofit impact

d consequences NO NO NO NO YES
f response are
omputable /
Ansoff, H.l. (1975). Managing Strategic Surprise by
Response to Weak Signals. California
. For those who wish 1o relate this table to the terminology of statistical decision theory, we should note
Management REVIeW' VOI 18 NO' 2 that the information in cach state of knowledge may be certain, uncertain, or nsky in the sense of dely
nitions commonly used in the theory. The focus in the table is on illustrating the vanabiity of content
and not in the state of uncertainty. The dimension of uncertanty can be easily added at right angles to
u ) the table, thus creating a cube of possible states of information. In this cube, the states ol information
oettekst

treated in statistical decision theory, would be included in slice number S
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That >90s Show: Weak Signals Were Clear for Some

“It is staring us in the face. We
try to explain the risks. To
management. To the board. It is
on the news. They don’t really
care. We are tolerated, nothing
more, even considered a bit of a
nuisance.” — Information security
professional, 1996

— Grappig Grace Hopper interview: https://www.youtube.com/watch?v=0E2uls6ilEU
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’00s:

“Security, yes it’s on the agenda,
but it doesn’t have priority at the
moment” — CIO of large IT
Service Provider, 2006

’10’s:

“What keeps me awake at night?
Cybersecurity.” — President of the
Supervisory Board of a
Multinational Firm, 2016

Voettekst
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EﬂnDDOCyI;:Ersecum:y Professionals vs Total Global Codebase Size (1996-2023)
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Ministerie van Justitie en Veiligheid

Organized crime : 1%

State actors
Regulation
Major incidents
Cyber warfare
Al
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Cybersecurity now #1 on
almost every agenda

But.. mind the gaps!

Supervisory board
Executive board
Management
CISO

Voettekst
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Cybersecurity

Academy

Educating a new
generation of
cybersecurity leaders
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Cybersecurity Academy Design Team

Martijn Dekker Lies de Wit Dimitri van Zantvliet Jeroen van Beek Pieter van Houten Kunter Orpak
ABN AMRO / UvA Stater NS Scattered Secrets SHV AFM
Programme Director

International
Part-time
MBA-size group
Start September 2025

Paul Hamaker

Sandra Konings Heineken Edo Roos Lindgreen Sook Reker

Arcadis UVA UVA
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E.g. SANS CISO Mind Map:
Leadership Skills
Governance
Security Culture
Business Enablement
Security Operations
Risk management
IAM
Legal and Regulatory

Voettekst

[J Prevention
= Data Protection
- Encryption, PKI, TLS
- Data Loss Prevention (DLP)
- User Behavior Analytics (UBA)
- Email Security
= Cloud Access Security Broker
(cass)
* Network Security
= Firewall, IDS/IPS, Proxy
Filtering
- VPN, Security Gateway
- DDoS Protection
* Application Security
- Threat Modeling
- Design Review
- Secure Coding
= Static Analysis
= WAF, RASP
* Endpoint Security
= Anti-virus, Anti-malware
= HIDS/HIPS, FIM
- App Whitelisting
= Secure Configurations
» Zero Trust
« Patch & Image Management

Risk Management

([ Risk Frameworks
* FAIR
* NIST RMF
* OCTAVE
* TARA
[J Risk Assessment Methodology
[ Business Impact Analysis
[ Risk Assessment Process
[J Risk Analysis and
Quantification
[0 Security Awareness
[J Vulnerability Management
O vendor Risk Management
[ Physical Security
[ Disaster Recovery
0 Business Continuity Planning
[ policies and Procedures
[ Risk Treatment
 Mitigation Planning,
Verification
» Remediation, Cyber
Insurance

Sased on (IS0 MindMep by Raferg Rebmon

Security Operations

« Data Loss Prevention (DLP)
« User Behavior Analytics (UBA)

* Security Operations Center
(soc)

 Threat Intelligence
 Industry Partnerships
[J Response
« Incident Response Plan
* Breach Preparation
» Tabletop Exercises
« Forensic Analysis
« Crisis Management
» Breach Communications

[ petection [J Compliance [ Privacy
* Log Management/SIEM « PCI « Privacy Shield
* Continuous Monitoring * SOX « EU GDPR
» Network Security Monitoring « HIPAA/HITECH « CCPA
* NetFlow Analysis « FFIEC, CAT 0] Audit
* Advanced Analytics « FERPA « SSAE 16
« Threat Hunting « NERC CIP «SOC2
« Penetration Testing « NIST SP 800-37 « IS0 27001
SRBCi, . and 800-53 « NIST SP 800-53A
« Vulnerability Scanning N
i = NIST 800-61 « COSO
= Web App Scanning « NIST 800-171 (CUI)
* Bug Bounties
* Human Sensor > FISMA and
FedRAMP

Identity & Access Management

[0 Provisioning/Deprovisioning

[ Single Sign On (S50)

[0 Federated Single Sign On (FSSO)
[0 Multi-Factor Authentication

[ Role-Based Access Control (RBAC)

[J 1dentity Store (LDAP, Active Directory)

Governance

[0 strategy
[ Business Alignment
[J Risk Management
[ Asset Management
[ Program Frameworks
« NIST CSF
« IS0 27000
[0 Control Frameworks
« NIST 800-53
= CIS Controls
[ Program Structure
[ pProgram Management
[0 Communications Plan
[J Roles and Responsibilities

[J workforce Planning
[ Resource Management
[ pata Classification
[J Records Management
[0 Security Policy
[0 Creating a Security Culture
[0 Security Training
* Awareness Training
» Role-Based Training
[J Metrics and Reporting
[ IT Portfolio Management
[ change Management
[ Board Communications

Legal and Regulatory

O Investigations
= eDiscovery
 Farensics

O Intellectual
Property
Protection

O contract
Review

O customer
Requirements

O Lawsuit Risk

Business Enablement

O Product Security
= Secure DevOps
» Secure Development Lifecycle
= Application Security

[ cloud Computing
» Cloud Security Architecture
» Cloud Guidelines

[J mobile
* Bring Your Own Device (BYOD)
= Mobile Policy

[J Emerging Technologies
« Internet of Things (loT)
« Artificial Intelligence (A1)
« Machine Learning (ML)

[ Mergers and Acquisitions

* Security Due Diligence

Security Culture

O Attributes
« Perceptions
* Beliefs

* Attitudes

* Behaviors

* Values
* Norms
[J Models & Tools

= Fogg Behavior Model

* Kotter's 8 Step Process

* Prosci ADKAR Model

* AIDA Marketing Model

* Engagement/Culture Surveys

Leadership Skills

[] Business Strategy
[ Industry Knowledge

[ Business Acumen

[J Communication Skills

[J Presentation Skills

[J Strategic Planning

[J Technical Leadership

[ Security Consulting

[0 stakeholder Management
[J Negotiations

[ mission and Vision
[ values and Culture

[ Roadmap Development
[] Business Case Development
[ Project Management

[] Employee Development

[ Financial Planning

[ Innovation

[ Marketing

[ Leading Change

[ cCustomer Relationships

[ Team Building

[ Mentoring
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Executive Programmes at the Amsterdam Business School

MBA & MIF (MSc) _ Professional Programmes Executive Education

Fulltime MBA Management Studies Accountancy (RA) Open Programmes
Parttime MBA Finance & Control Actuarial Practice Cycle Lean Six Sigma
MBA Al & Business Analytics Auditing Studies ESG Academy The Analytics Academy
MBA in Healthcare Accountancy & Control Cybersecurity Academy In-company
MSc in International Finance Actuarial Science Bank & Insurance Academy

International, English spoken (Dutch allowed)
Parttime (Friday or evenings)
MBA-size groups (max 30 students)
Triple Crown accreditation (AACSB, AMBA, Equis)

Internal Use Only https://abs.uva.nl/programmes/programmes-for-professionals/programmes-for-professionals.html
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